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Bitcoin news: Drug dealer has £1
million of BTC seized by judges

A DRUG dealer in Canada has had mare than a million pounds worth of cryptocurrency
seized after using bitcoin to buy a gun and narcotics.

By DARREN PARKIN OF COIN RIVET
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Canadian Court Rules Drug Dealer Must
Hand Over $1.4 Million in Bitcoin

NTHE STARK Ry

News - GTA

Judge rules drug dealer must
forfeit $1.9 million in bitcoin to
the province

By Betsy Powell Courts Reporter
Wed., April 3, 2019
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A Toronto judge has ordered the forfeiture of $1.9 million in bitcoin after finding the
cryptocurrency found on an online drug dealer’s computer is the proceeds of crime.
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DHS searchmg dark web for weapons traffickers,

YV R TAyR Ao Sl L2y A3

=

3 Cocaine

€ @& & agorabasakxmewww.onion Ih4F B - st Pl A -

3 Bookma

Wallet 0.00000000 BTC (Display USD/BTC, D

# 0 NEW MESSAGES

Listings Profle Wallet Orders Forums Info/Help

DRUGS STIMULANTS COCAINE
B @ noFefirst | Sort Default v Show domestic first: | Choose v||Go|
More: 1 2 3 4 56 6 7 8 9 10
Stimulants
Cocaine (: Name Price Vendor
Meth 3.5 GRAMS HIGH HEAT COCAINE - SCOTT
e A AND PURITY TESTED 0.46163076 ¢ From: [[#ll Canada [ GoingPostal
Prescription & THIS LISTING IS FOR - HIGH - HEAT COCAINE - BTC & To: WORLDWIDE 5. 100~15(
Speed < SCOTT & PURITY TESTED
0.5 GRAMS HIGH HEAT COCAINE - SCOTT
AND PURITY TESTED 0.07693846 @@ From: [+l Canada B GOIngPoslaI
THIS LISTING IS FOR - HIGH - HEAT COCAINE - BTC # To: WORLDWIDE

Counterfeits SCOTT & PURITY TESTED

Data *SPECIAL OFFER* 1 gram Pure Cocaine + 5
DI’Ug paraphernalia X Yellow Bitcoins 200mg MDMA
Drugs U “top of the bill” Cocaine an 8“92465231 & From: == Netheriands
Electronics !
Forgeries Cheap Cocaine 200mg
Information Our Cheap Cocaine is avery very nice value, excellent
Jewelry for those reselling. A mixture of chunks and powder as g%seagss :.';'9"}‘\,0%‘;]8‘\ a Cocaln(?CQnrlfectlons
K c"“‘“"""“m pictured about half and half. Purity is not very high but it © =
Services is atleast above forty perc
Tobacco 1G HQ Blow
1 Gram High Quality Blow No BS
Weapons ¢ yrrgahnoen 0.18463692 &8 From' 5 USA D Hookers_and_Blow
& 5 = BTC # To: Worldwide elil] ~
Hnl

M Escrow in thi
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DHS assumes onllne |dent|fy of weaponsguy and

& vacheron

€ &~ o agorahooawayyfoe.onion B - stortpage
Agora a & vacheron
Listings Profile  Wallet Vendor orders (1)  Vendor control panel o @ - S_,’w agorahooawayyfoe.onion/user/vacheron® -
e e
USER PAGE

B2rEXCX5KESE Ly kRSEETKQHNF OkQmF +CSpEZE ZoWPOSIBSVRWEURT 3UFgAMhg 1]

y@xnalEaZENz@zplL+eerapz5s/ziv1ZpqyYD3IdktoxXhoidoy+DAeBGnolsPnxEfeD
vacheron

d 9 montns ago beeTQUF YVmWfN179PXEAMEEEXF bLXUCOIq3PGE]ZEEYrSs9E/hE0bEqISkItvx/DpB

+RKXgfBSQe/NIIZyEmisHE=

~~~~~ BEGIN PGP PUBLIC KEY BLOCK----- —fAeT
————— END PGP PUBLIC KEY BLOCK-----

bheblispechasx

Feedbacks:
5/5 Perfect customer, fast, professional and friendly. We would love to see him again soon! :) 141 days ago anon il 5.00/5, 100~150 deals
BotFID1HOPYF 5/5 Great! Fast escrow payment and very professional. 150 days ago anon sl 5.00/5, 100~150 deals

1CAUTDN2QGM

§/5 Great to talk to, uncomplicated. Fast payment and friendly. We hope to hear from him soon! 150 days ago anon Ll 5.00/5, 100~150 deals

YCAWECH

ONtUGULOQSh) 5/5 Great customer! We are looking forward to his next order! 150 days ago anon il 5.00/5, 100~150 deals

K EMHEXCHOI/

5/5 Atruly professional customer! 150 days ago anon sl 5.00/5, 100~150 deals
5/5 Fast escrow payment, easy to handle, n1 customer! 150 days ago anon sl 5.00/5, 100~150 deals
5/5 Easy to work with, with fast payment. Looking forward to his next order! :) 150 days ago anon il 5.00/5, 100~150 deals
HELTIOXKY 38 1650 SHSHOA 6/6 Best customer! We are happy to work with him! 150 days ago anon sl 5.00/5, 100~150 deals
PRI 5I5 ) 189 days ago anon Ll 4 963/5, 1000+ deals
5/5 good buyer 189 days ago anon [l 4 73/5. 300~500 deals

515 aaa+++ 189 days ago anon [l 4 54/5 300~-500 deals
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Vacheron (Matthew Phan) enters negotiations to

purchase a glock and silencer

weaponsguy:

WE use SMS4TOR and have never had a problem. The concept is the same and is easier.
\ipe older messages

Keep unread

vacheron:

how come you guys dont got PGP ?

weaponsguy:
Sorry, Vacheron. WE were going though a lot of messages when we responded to you. Thanks for your prior business. Glock 21 and 27 are easiest for us to get. If you order two we
will give you free shipping

vacheron: Keep unread

what kind of glock do you have avail, i am not in AUS
and what is best price?

for return customer

thanks

weaponsguy:

We can get a glock quickly. Does it need to be a 457 If you are in AUS the risk is on you.
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Conversations between weaponsguy and

vacheron

weaponsguy:

WE can get you any Glock you want ($2500 USD per). We can also get the USP and 1911 but they may take longer for us to get for you. Depending on the make of the 1911, the
price may be higher than $2500.00 USD.

vacheron: A

ah ok, so what are the prices for each of them?
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Conversations between weaponsguy and vacheron

,-‘!f’ GMU Privacy Assistant - Clipboard

Eile Edit Windows Help
A% B 0 &% BB % | & B vacheron

Paste | Sign Verify Encrypt | Decrypt|| Preferences | Keyring Files Card

Decrypt the buffer text]

Clear | Cut Copy

ﬁ Clipboard

Hello,

Prices for USP, Desert Eagle, Colt 1911, and FN.

Are there any more AR-15s available? And a supressor to go with that,
That would be a definite buy if yes.

Twill be buying a G17 + Supressor just to show that I am serious, and have the BTC to spend maore,
I have boughten a JA 380 from you before, about & months ago I hope you remember,

Thanks!
- b » 4 - - h
& GNU Privacy Assistant - Clipboard | o | E -Ehl
File Edit Windows Help

B % 0| & b B @ & W D
Clear | Cut Copy Paste | Sign Wenfy Encrypt Decrypt | Preferences | Keyring Files Card

ﬂ Clipboard

we aponSg uy Hey man, thanks for returning, We can get you all of these for you, We don't keep them in stock, but we

can definately get them. Right now we have 9mm and .22 silencers we are trying to get more. We do still have the
M4 available, Since you are a repeat customer, we can do the Glock 17 for §1500 and the silencer for 5800, we will
give you free shipping if you buy them both together. Ithink we may have a G17 in stock, if not we can pick one up

this weekend no problem.,
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;ﬁ"'s GMU Privacy Assistant - Clipboard
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File Edit Windows
& % @ O
Cut Copy Paste

ﬁ Clipboard

i am ready to order the gl7 + silencer please make the listing thanks.

Help

s 8 @ 6 # '

Clear Sign Verfy Encrypt | Decrypt|| Preferences | Keyring Files Card

vacheron

Just wanted to know if you could get the extended clips for the gl7, either double stack or long extension.

prices for the fn and desert eagle would be great, i am ready to buy thanks

& GNU Privacy Assistant - Clipboard

File Edit Windows

2 |« B 0O
Cut Copy Paste

ﬁ Clipboard

We created listing for you for the Glock and silencer. We can get extended mags if you want. If you want them with this
arder, let us know and we will add thern to the listing, otherwise we can do anchter order, what size do you want?

Help

H B

Keyring Files Card

& B @8 @ E

Clear Sign Verify Encrypt Decrypt | Preferences

weaponsguy
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Controlled delivery of dummy parcel is'arranged _

ﬁ"', GMU Privacy Assistant - Clipboard

Eile Edit Windows Help

0| & 2 8 @ #* B B
* Paste | Sign Verify Encrypt Decrypt | Preferences | Keyring Files Card

& | &
Clear Cut Co

ﬁ Clipboard

Below is the tracking number, it says it is in transit so it should be there within a day ortwo, Once you recieve, please release the funds and if you give us 5/5 feedback,
we will give you free shipping on your next order, thanks man.

VENDOR CP ORDERS

EK 635956257 9|
Create listing We know there are availability problems currently associated with all the new users from Evolution. We are working on upgrading our infrastructure to
Manage orders improve the situation.

Shipping options
Vendor settings Order #CsLEh UP5ZA

Custom for Vacheron

Buyer: vacheron [l 5.00/5, 40~55 deal
Amount: 1
Total in escrow: 7 93103448 BTC

Auto-finalize possible in: 6 days

Order status

Delwery status: Pendmg

Pending - Or cuslom slatus

CHANGE STATUS

10
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Delivery Is survellled and target arrested; attempt to

JOK K JS S

import firearm and prohibited device 05/28/15 Gt

Mississauga Man Arrested in Drug Trafficking
Investigation

by Ashley Newport on June 26, 2018

1 | mers R
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Search warrant obtained forPh@a a.A aa A aal

condo AML sy
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A number of controlled substances located
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A number of controlled substances located
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As well as shipping supplies and equipment
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And a rental agreement for a storage locker
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Which was found to contain a quantity‘'of MDEA _
and cocaine

7,00187928
.C0187933.| 366 gram:

/C0187935 | 1997 gram

0187936 | 6grams [ MDEA
C0187937.{ 2509 grams | MDEA

/C0187938 | 7.grams: | MDEA -
.C0187939 | 8 grams . M
C0187940 | 2009 grams
C0187941{9grams = |
.C0187942.| 989 grams = |

Storage Locker
Storage Locker:
_Storage Locker:
-|Storage Locker =
Storage Locker = |

Storage Locker
|- Storage Locker - {6846 kg -

17
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A number of electronics were seized including ..
computer AN —




Case StudyonCryptoa a St ayY [/ kEylFRIFIQa [FNBSad . AG02AYy C2NFSAI

BLOCKCHAIN WALLET DATA API ABOUT

Transaction view information about a bitcoin transaction

NVIWXSIP HbMN = 6 BT
KZatXUgux 48 BT
RUCQATYZ: snB59DS8cl
mC AidN ] (
E RaNFj KiE} (VBE
30ni

FUDfPFA Dr

,,,,,, BdiHhINABLHEM
ENL F
mp 14wclLBJFBxPTz7Dnzkn2rZfCcCBksgYrPZ 0. (e Sea
17ESNoT2UbKBQmwa72sT2FWrFLkmMWQeEZ
Summan y Inputs and Outputs
Size 1699 (bytes) Total Input 28864897941 BTC
Weight 6796 Total Output 288.64896216 BTC
Received Time 2015-05-11 14:36:43 Fees 0.00001725 BTC
ncluded In £ 3 ( 2015-05-11 15:01:21 + 25 Fee per byte 1.015 sat/B
Block: tes )
ee per weight unit 0.254 sat/WU
Confirmat 2 6
Estimated BTC Transacted 288.648 BTC
‘‘‘‘‘‘ lize t
cripts

19
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@ TRACE BTC Addresses
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=

CASE MANAGER 1Bb4mQBGEWqdNRUCATYZSMsGNnB59DSICU
MONITORING

WIKI

—— CRYPTOCURRENCY INTELLIGENCE

ANTI-MONEY LAUNDERING THREAT INTELLIGENCE & SECURITY

SANCTIONS & NATION STATES

CRYPTOCURRENCY ANTI-MONEY LAUNDERING CRYPTO DUSTING ALERT CIPHERTRACE ANALYSIS OF PAYMON, IRAN'S SANCTION
REPORT

EVADING CRYPTO-RIAL

Crypto Dusting is a New Type of Blockchain Spam that Corrodes

46% increase in the number of cross-border payments from us Reputations and Impacts Cryptocurrency AML

This analysis by CipherTrace looks at Iran's proposed Crypto-Rial
cryptocurrency exchanges over the last two years. sovereign virtual currency. We conclude that such a currency and

the regulations that Iran is proposing, will in fact, result in a

CRYPTOCURRENCY ANTI-MONEY LAUNDERING
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LATEST BLOCK : 582485

JUN 26, 2019 1:22:13 AM GMT-4

@ TRACE

[0 CASE MANAGER
[ MONITORING
B WKl

&= ATTRIBUTION

ADDRESS

CURRENT BALANCE

FILTER TRANSACTION

1Bb4mQ6GEwWqdnRUCgA7YZSMsGnB59DS9¢U  0.00000000 BTC ALL ADDRESSES -~ ACTIONS 3
OWNER CASEIZURE1 RECEIVED SENT < MY CASES SHARED CASES @
TYPE CRIMINAL 60.87000000 BTC 60.87000000 BTC
COUNTRY ~ CANADA [+l 1 Transactions 1 Transactions
WALLET  03dd858e Not in cases you own
DATE RANGE FILTER
1/3/2009 ) - 6262019 = @ Viewingpage: 1 of 1 [< < > |1 GO
RISK DATE/TIME #~ TOTAL AMT W ADDR AMT W TRANSACTION ID RECEIVED SENT ENTITY GEO
MAY 11, 2015
288.64896216 60.87000000  68a0d401e4261162018a390...
11:01:21 AM
17ESNoT2UbK6Qmwa72sT. coinbase —
288.64800000 ) mWarest N CHANGE UNITED STATES
m 0.00096216 14wcLBIFBXPTZ7Dnzkn2rZE...
MAR 19, 2015
60.87310000 60.87000000  7d20224f78be99cc3c841b...
113711 PM
502575 1FemMFHaC9f7rgLdDZwd AgoraMarke‘
01 q DARKMARKET
m 0.30465156 1PTDUtWzdj7FBAIVBYNQ AgoraMarket
' L DARKMARKET
ﬂ 1MgULGUueFhkzv)6smthi AgoraMarket
u V. [
0.72855000 g DARKMARKET
m 0.31822800 12X0UXegAFICUDVTUMGH AgoraMarket
XOUAe I v m
’ & DARKMARKET
m 1BAfxis7PVBazZUnVsWpc) AgoraMarket
() a, nvs'
0.54997500 P DARKMARKET
m 1PJ1rXT8mMBIWownpbsJxaf. AgoraMarket
xiarn 'own SIXOT...
030356732 o DARKMARKET
m 1GHNZabpU44i9duvsN Agoraharket
al 12auv: rep...
0.30783263 P P DARKMARKET
12fY3fAB8K23CHFMBkd ACACLATETS
crn...
0.80000000 DARKMARKET
m 1AGQNEDF1Uy7tn9d5ny9 AgoraMarket
ni n' nysJa...
035105182 Y Y DARKMARKET
0.31696667 1DN3dtLhingReBS1e3xCtx AgoraMarket
’ . DARKMARKET
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o B8 0

TRACE

8 |

CASE MANAGER

MONITORING

WIKI

ATTRIBUTION

a

?

TAKE SNAPSHOT [} ADD TO CASE &

CipherTrace

2.3864287C

14wcLBIFB
xPT27Dnzk
n2rzfCcC6

o 60.878TC

‘\’. 4
@

.89988TC

4.60988TC

‘/ s367C

24,648TC

60BTC

©.014198TC

— \
|

Hl' 11:61:18 ' 11:01:10 AM ' 11:e1:20 aM | 11:01:21 aM | 11:e1:22 aM | 11:02:23 aM | 11:01:24 M ||l
May 11, 2015 |

TIME @ESi=elSlel-gy CLUSTER m COMBINE WALLETS SCALE LINKS

COLOR LEGENDS

Criminal

Gambling

High Risk Exchange
Exchange

ATM

Dark Market

Others

Mixer

Unknown

UNDO O
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COLOR LEGENDS
Dina Mainville Criminal
LATEST BLOCK : 582485 v Gambling
JUN 26, 2019 1:22:13 AM GMT-4 High Risk Exchange
Exchange
= = = o
Dark Market
@ e Others
Mixer
D CASE MANAGER Unknown
[l MONITORING P
°
B Wik E : SO ) 0
& ATTRIBUTION ~
@

........Q..Q’QO......Q..O.............m@@.
¥ |
00000 @
o 000000

Timm— e S
llo-15'16 - 22'23-1'2-8"'9-15"16-2223-20'30-5'6-12'13 - 1920 - 26'27 - 3'4 - 10 '11 - 17|l
February 2015 March 2015 April 2015 May 2¢
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LATEST BLOCK : 582485
JUN 26, 2019 1:22:13 AM GMT-4

= = ] 8 ]

@ TRACE

————f|=® 5] €0,

[J CASE MANAGER

@

[I] MONITORING
B wik

ATTRIBUTION

Agl

83/19/2015
23:37:11 GMT-4

60.873167C —— - W £7d202241 78be95c |

Fde

86c741aadea0bedd
| 1d3bf2ba9afe117s |

d3bf2b

et

92/89/2015

rket ——ss.asz7erc—
e

 p—
illo - 15'16 - 22'23 - 1
February 2015

CipherTrace

49.9998BTC

©.15478TC

60.878TC ———— (|

NVAFFmtsz
qEh64uD1r
WQBCxbv

12728bjuB
ZC1C7UgcE
8poTGht4y
UVrwena

5/11/2015

i ghue!
b2efaeceba7d191e

2-8 9-1516-2223-29 30 -5 6-12 13 - 1920 - 26 27 - 3 4 - 10 11 - 17/

March 2015

April 2015

May 2€

TAKE SNAPSHOT [

0.00096BTC

288.648BTC

14wclLBIFB
xPTz7Dnzk
n2rZfCcC6
ksgYrPZ

ADD TO CASE &

COLOR LEGENDS

.\._./....

Criminal

Gambling

High Risk Exchange
Exchange

ATM

Dark Market

Others

Mixer

Unknown



Capability Overview: Who We Are

J
O e

idd
Esachsen.de % Universty B Microsoft Modulus

Q GrantThornton
London

.....

Pors . harmonic ClypeaCo Steptoe @
GALAXY
SHAY sy pouzel
= MALTEGO

infodas BKA MFSA XBTO
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Capability Overview : What We Do

Financial Crime Investigations Blockchain Threat Intelligence
A Intelligence Community A Banks

A Law Enforcement A Brokerages

A Regulators A Funds

A Attorneys and Auditors A Security Researchers

27



Capability Overview : How We Do It

ATTRIBUTION

MACHINE LEARNING

OPEN

L
=
=
O
<

NETWORK

Active Live Accounts
Dark Market / Deep Web
Full Blockchain Nodes

Hunting and Targeting
Malware Analysis
Honey Pots

Verified User Feedback
Private Threat Intelligence
APWG eCrime Exchange
Stolen Cryptocurrencies
FraudulentICOs

Bayesian
Multi-input Clustering
Inductive Logic
Learning Classifier
Reinforcement
Decision Tree
Association

Similarity

ACTIONABLE
INTELLIGENCE

.@

vvv

@ Criminal
® Dark Market
Terrorist

Ransomware
@ Stolen Token

@ Fraudulent ICO

© Gambling
Mixer

® AT™M

@ Exchange

cYolc

®6

ACCESS
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Justice Kelly renders her decisipd81.41. BTC

forfeited 04/03/19
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